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Ghosts in the Browser::
Backdooring with Service Workers
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● Emmanuel Law  (@libnex) 
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Problem with Exploiting XSS

✘ HTTP-Only Flags
✘ Cookies have limited server-side lifespan
✘ Transient payload
✘ IP restrictions



vs



“The introduction of the Service Worker API is one of the most 
significant improvements to the web in recent history”*

* https://blog.chromium.org/2018/05/the-state-of-web-at-google-io-2018.html



Service Workers



Install a Service Worker

navigator.serviceWorker.register('/sw.js')

Need Ability To Run JS Need To Point To a JS File

Uploadserviceworker.js



Primitives

Fetch():

✖ Ability to make HTTP requests 
✖ XMLHttpRequest deprecated in 2015
✖ Service Workers only have Fetch API available
✖ Bounded to Same Origin Policy rules



Background Sync

✘ Typically used to provide offline capabilities
✘ 2 Step process:

○ Registering a Sync:      registration.sync.register('mysync');
○ Listen for Sync Event:   addEventListener('sync', _CALLBACK_);



Ghosting through Background Sync

Cookie
s

SW



Problem with Background Sync

✘ Background Sync Events (Once Off)



Extending Run Duration







Install more Syncs
(if a win is open)



Push

✖ Can we do more?

self.addEventListener('push', function(e){

}); // Alive for ~2 Minutes

✖ Web Push
○ Notification API

<Malicious Callback Code >



Push

Web App

Push Service
(c2 server)

1. Registration

2. N
otification

3. Notify

4. Profit
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Attacker
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Push

✖ PUSH - First 3 Blind

✖ Desktop: Browser Running

✖ Mobile: Doesn’t Matter

example.co

example

example



DEMO

Cookie
s



Fun with SW FetchEvent( )g

Exfiltrate

Fetch Event



Mitigations



Mitigations (as developer)

✖ No XSS
○ Content Security Policy

✖ Disallow JS Upload

✖ Content-Type:   text/plain
○ Everything but   application/javascript

✖ Separate Domain to Serve Uploads

✖ JSONP: Word Characters Only in Callback



✘ SW outlives XSS
○ Fixing the XSS is not sufficient
○ Removing the malicious SW.js from server is not sufficient



As a user….



Protections - Block Service Workers

* https://github.com/clod81/block_service_workers

* https://chrome.google.com/webstore/detail/block-service-workers/ceokjgeibfjfcboemhdpkdalankbmnej

* https://addons.mozilla.org/en-US/firefox/addon/block-service-worker



Summary

✖ Provides Persistent Access
✖ Situational
✖ Service Worker active development

○ Periodic Sync
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