Masquerading malicious
ampaign through
unintended IDOR
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whoami -
office hours

SECURITY

Ahmad Ashraff bin Ahmad ZX  ZX Security Ltd

Bullding Malaysia's ethical hacking community of the future

sungail Petani, Kedah, Malaysia - Contact info




whoami -
bugbounty

@ yappare

@yappare

3rd place in #beta022 @bugcrowd !
Google Bug Hunte result notification got something ne
H#Bugbounty

11:25 PM - Aug 24, 2013 - Twitter Web Client

yappare

Ahmad Ashraff

Rookie of the Year



Approach

e manual

e easy vulnerability against complex targets
o complex vulnerability against targets

e sleep



Insecure

Direct Object

Reference
IDOR

Insecure Direct Object
Reference (called IDOR
from here) occurs when a
application exposes a
reference to an internal
implementation object



Profile A

https://www.target.com/profile.php?ic=1



https://www.target.com/

Profile B

https://www.target.com/profile.php?id=99



https://www.target.com/

L E [va | ue] e brute-force

e enumerate



Profile C

https://www.target.com/profile.php?
uuid=c869fbe5-a05e-4397-9cea-
d7712ec69cbb



https://www.target.com/

Profile D

https://www.target.com/profile.php?
uuid=4cde2bbe-f8b8-434b-8dc6-
8b5fc0b09d73



https://www.target.com/

uuid:[\[a|ue] o leaked in the application
 waybackmachine

e search engines



Marketing
software/tools , chared IP

.@.

e custom domain
e same URL patterns







Campaign by

Jarantia A
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company JK Linha Capitalizar 2018
COVID-19

https://jk.com/yolo/ads.php?
id=WI4MBlcdU1ZaBQpbUw0OCBESmM



https://www.target.com/

Campaign by
company ABC

https://abc.com/yolo/ads.php?
id=UlcDBT1dTHINRBAZaUAACAwXmmm



https://www.target.com/

Campaign by
company JK

https://jk.com/yolo/ads.php?
id=UlcDB1dTHINRBAZaUAACAwWXmmm



https://www.target.com/




Campaign by
company LOL

https://lol.com/yolo/ads.php?
id=UlcDB1dTHINRBAZaUAACAWMZMQ==



https://www.target.com/

Campaign by
company JK

https://jk.com/yolo/ads.php?
id=UlcDBT1dTHINRBAZaUAACAWMZMQ==



https://www.target.com/

Campaign by
company ABC

https://abc.com/yolo/ads.php?
id=UlcDBT1dTHINRBAZaUAACAWMZMQ-==



https://www.target.com/







https://tools.gg.com/response/jk-ggmufc/calc/auto07/

Terms of use
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https://tools.gg.com/response/jk-
ggmufc/calc/auto01/tool.abc

e extension is unique - .abc
e has "tool’, "calc’, 'tools’, "calculators”
e jk = the software/tool name

e ggmufc = organisation's name

e auto01 =the option used/enabled
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https://tools.gg.com/response/jk-
ggmufc/calc/auto01/tool.abc

https://tools.gg.com/tools/jk-
farmfamily/savings01/tool.abc
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So? What a LOL staff can do?

e subscribe to the same tool/software

e upload own malicious Javascript

e l[oad LOL content on other domains that
using the same tool/software



What will it take to become a millionaire

Inputs
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