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Cybersecurity in a 
broken world



Agenda: ‘a security symphony in six parts’

1. Introduction, Context & Data Sources

2. Biggest 2021 cybersecurity stories

3. What to do about it?

4. ZX Greatest Hits 2021

5. Azure and AWS

6. FAQs: bug bounties, culture, OSINT, NZISM, awareness
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Part 1: Introduction, 
Context and Data 
Sources 



About Me / ZX Security

• Security Consultant @ ZX Security

• Penetration Tester/Process Review

• Penetration testing firm 
• “We hack stuff”

• Red team engagements - external / 
internal assessment

• Cloud reviews (Office365, Azure, AWS)

• Web application testing

• Mobile application testing

bigmark.photoshelter.com



Humans vs Risk



Keeping Up to Date
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Part 2: Biggest 
Cybersecurity 
Stories of 2021



















Do you though?

“We care deeply about security…”



What can we learn from these?



Increasing Complexity of Crime



These are Ransomware businesses
• Business model has changed to gain money even from people who have backups. 

• Will also seek ransom to not publicly disclose the files and other private data, which they 
exfiltrated before performing the encryption. 

• Some Ransomware organisations are doing a third-tier ransom where they go to each affected 
party (customers) and seek payment not to release their individual data.

• These are not a group of malicious individuals in a basement - these are companies with:

• Teams specialised in each stage of the attack pipeline: 

• Initial Infiltration.

• Lateral Movement and Privilege Escalation.

• Exfiltration of data.

• Deployment and Execution of Ransomware

• Customer Support to aid in the paying of ransoms and the decryption of files.

• Monthly KPIs to achieve.

• Stakeholders who need a return on their investments.





Ransomware – Delivery Mechanism

• Tools, Techniques and Procedures

• Email with attachment (XLS, DOC, PPT, PDF)

• Social engineering

• Watering hole (compromised website)

• Compromise your company web site (CMS – i.e. WordPress)



Ransomware – Email Delivery



Ransomware as a Service



Ransomware as a Service

• Mean Ransomware Payment is ~USD$170,000

• Median Ransomware payment is ~USD$45,000

• Mode Ransomware payment is ~USD$10,000 

“The number of organizations that paid the ransom increased
from 26% in 2020 to 32% in 2021, although fewer than one in 10 

(8%) managed to get back all of their data”

Source: Coveware /Sophos 



Waikato DHB



The average number of incident reports per 
quarter is 1,569 and average direct financial 

loss is $4.2 million.

https://www.cert.govt.nz/about/quarterly-report/quarter-one-report-2021/



Phishing

NZ CERT Q1 Report 2021



NZ CERT Statistics – FY 2020 Report

NZ CERT Q1 Report 2021
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Part 3: What to do 
about it?



Who to Call?



Phishing

• Don’t accept sweets from strangers
• Or open emails from someone you don’t know
• Don’t click on links you are unsure about
• Don’t open attachments you are unsure about
• Don’t plug in unauthorised USB keys and other 

peripherals (goodie bags)
• Comes in many shapes and sizes

• LinkedIn
• Facebook, Whatsapp
• Skype/Phone (vishing)
• SMS

• Verify via a DIFFERENT channel



Ransomware - Prevention

• Use Antivirus 

• But don’t rely on it

• You don’t need to pay for it 
either

https://zxsecurity.co.nz/research/ransomware-preparation-maturity-model/

• Perform regular backups

• On-site 

• Off-site, cold backups

• Practice Restoring and 
regular checks

• Apply software updates

• Operating systems

• Desktop applications



Ransomware – If you are infected

• Seek expert help, report the attack to CERT NZ
• They have an awesome reporting tool and great staff

• If it happens at work, contact your IT team

• Search for 3rd party decryption tools
• If confident, try cleaning the infection yourself

• Be prepared to restore from backup
https://zxsecurity.co.nz/research/ransomware-preparation-maturity-model/



Ransomware – Paying Ransoms

• Paying the ransom should be a last resort
• Perform a cost analysis of incident response vs payment

• Possibility for re-infection

• Files may not be decrypted at all 

• Always rebuild the infected machine after an infection

https://zxsecurity.co.nz/research/ransomware-preparation-maturity-model/



Security controls





https://www.cert.govt.nz/it-specialists/critical-controls/10-critical-controls/

NZ CERT Critical Controls 2021

1. Patch your software and systems

2. Implement multi-factor authentication and verification

3. Provide and use a password manager

4. Configure logging and alerting

5. Secure internet-exposed services

6. Implement and test backups

7. Implement application allowlisting

8. Enforce the principle of least privilege

9. Implement network segmentation

10. Set secure defaults for macros



https://www.cert.govt.nz/it-specialists/critical-controls/10-critical-controls/

NZ CERT Critical Controls 2020

1. Patch your software and systems

2. Disable unused services

3. Implement and test backups

4. Implement application allowlisting

5. Enforce the principle of least privilege

6. Configure centralised logging and analysis

7. Implement network segmentation

8. Manage authentication

9. Follow an asset management lifecycle

10. Set secure defaults for macros



https://www.cyber.gov.au/acsc/view-all-content/publications/essential-eight-explained

ASD Essential Eight

1. Application whitelisting

2. Patching applications

3. Configuring Microsoft Office macro 

settings

4. Application hardening

5. Restricting administrative privileges

6. Patching operating systems

7. Multi-factor authentication

8. Daily backups



Summary

• Don’t reuse 
passwords

• NZ CERT
• Be careful of 

phishing
• Be realistic about 

your privacy
• Automatic Updates
• Backups
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Part 4: ZX Greatest 
Hits



During the penetration test it was possible to 
guess more than 30 users’ passwords, weak 

examples included ”Welcome1” and 
”Password1”.



Customers network – hard on the outside



Soft’n’squishy on in the inside



Sniffing



…or just looking around..



Within three hours of the password cracking 
beginning, ZX Security obtained passwords for

3798 accounts, out of a possible 5843. 
This is over 65% of accounts



Of the 5843 total password hashes, two particularly 
bad cases of password duplication identified were:

• company_name01 - used 284 times

• Company_name01 - used 113 times



MFA Bypass



SQL Injection in 2021: GraphQL Edition



Server Side Request Forgery



Other tools

• OWASP Security Knowledge Framework 
(https://owasp.org/www-project-security-knowledge-
framework/)

• OWASP Application Security Verification Standard 
(https://owasp.org/www-project-application-security-
verification-standard/ )

• OWASP Software Assurance Maturity Model 
(https://owasp.org/www-project-samm/ )

https://owasp.org/www-project-security-knowledge-framework/
https://owasp.org/www-project-application-security-verification-standard/
https://owasp.org/www-project-samm/


OWASP ASVS Example

https://owasp.org/www-pdf-archive/OWASP_Application_Security_Verification_Standard_4.0-en.pdf



Summary

• Have and enforce 
strong passwords

• Check internal AND 
external security

• Get a technical 
evaluation of any 
critical software

• OWASP ASVS



Elf Eldridge
ZX Security
July 2021
elf@zxsecurity.co.nz

Paraphrasing: 
blaise@zxsecurity.co.nz

Part 5: Azure and 
AWS











https://zxsecurity.co.nz/assets/files/attachments/AWS_S
ecurity_Faux_Pas_11-2020.pdf

What does good AWS look like?













https://zxsecurity.co.nz/assets/files/attachments/Azure_S
ecurity_Faux_Pas_03-2021_v1.0.pdf
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Part 6 FAQs



“Yo! You didn’t mention DoS!”

https://zxsecurity.co.nz/research/dos-preparation-maturity-
model/



“Password changes every 90 days: 
Devil or Angel?



“How effective are bug bounty 
programs?”



“Are there any major issues in 
cybersecurity that aren’t talked about 

much?”



Email: elf@zxsecurity.co.nz
LinkedIn: Elf Eldridge
Twitter: @kaiwhata
----------------------------------------
Website: zxsecurity.co.nz

Questions



“No-one on our board has a good 
understanding of IT, so we cant get 

investment to improve things…”



“Should we be using cloud services to 
improve security?


